One stop for the best solution!

OT security services for manufacturers
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| Features

From identification of security issues to planning of
countermeasures, One-stop service to operation

Understand the organization of OT systems such as networks and the
situation in the field, and offering assessment, consulting, countermeasure
System Integration implementation, operation, and improvement services
all in one stop. Maintain availability and reduce the risk of cyber attacks.

Protect your system from sophisticated cyber attacks
utilizing our specialized knowledge from IT system and

factory automation business

Offer wide range of services flexibly, from the introduction of security
measures to 24/7, 365-day a year monitoring and operation services.
Helps reduce security risks across OT systems.

Automating the World
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OT security services for manufacturers

One stop for the best solution!

Assessment Consulting

Risk Assessment Consulting Services n |‘|

Analyzes and evaluates risks to assumed attack scenarios
based on unique complex system configurations and communication
flows of manufacturing sites and provide countermeasure proposals.

A
Improvement

Continuously implement assessment, consultation, and
System Integration measures based on operational status
and latest threat and vulnerability information

oA
Operation

Support system management and operation through a
constant monitoring system, including technical assistance
and rapid response to equipment failures
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@ Operation service (Monitoring and security operation)
17>~ Monitoring, maintenance, response to inquiries, periodic reports, etc.

@ Security Operations Center Service

System monitoring 24/7, 365 days a year.Capable of centralized
monitoring of multiple locations in remote areas. Detailed analysis of
unauthorized access detection to support incident response.

Introduction of measures of system integration

Based on the results of the analysis, the optimal measures for
system integration are introduced at the manufacturing site.

based on the impact and relationship

Security switch products such as firewalls
I Boundar
between field systems

separation service

Focuses on suspicious communications

ICS Network that are truly needed on on-site

— . . .
T © Vlsgallz.atlon manufacturing and displays detection and
ervice shutdown logs on the dashboard
—© o Terminal Control Terminal authentication system and
0— Service introduction of Network filtering

for Removable Malware detection system

& Malware Detection
Media

Comprehensive measures including

';' Network internal IP networks for the entire system,
36@ e Defense assuming malware infection and attacks by
internal intruders
Remote Manage external access and control access
access control rights

Automating the World
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